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Data Protection and Coronavirus   

16th March 2020 

 

This note sets out the current guidance available about the handling of personal data 

for the purposes of delivering health and care services in Greater Manchester in the 

time of Coronavirus.  

Please do to hesitate to contact GM IG teams for further support and guidance 

should you need it at connectedGM@Greatermanchester-ca.gov.uk  

 

1. On the 12th March the Information Commissioners’ Office (UK regulated of 

Data Protection Law) released the following statement:  

‘We all share the same concerns about the spread of the COVID-19 virus. The need 

for public bodies and health practitioners to be able to communicate directly with 

people when dealing with this type of health emergency has never been greater. 

Data protection and electronic communication laws do not stop Government, the 

NHS or any other health professionals from sending public health messages to 

people, either by phone, text or email as these messages are not direct marketing. 

Nor does it stop them using the latest technology to facilitate safe and speedy 

consultations and diagnoses. Public bodies may require additional collection and 

sharing of personal data to protect against serious threats to public health. 

The ICO is a reasonable and pragmatic regulator, one that does not operate in 

isolation from matters of serious public concern. Regarding compliance with data 
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protection, we will take into account the compelling public interest in the current 

health emergency. 

The safety and security of the public remains our primary concern. The ICO and our 

colleagues in the public sector have this at the forefront of our minds at this time. We 

are here to help our colleagues on the frontline. We can offer advice to make sure 

the law around data protection and direct marketing is clear. Information is available 

on our website or you can call our helpline on 0303 123 1113.’ 

https://ico.org.uk/for-organisations/data-protection-and-coronavirus/  

During the pandemic, we are worried that our data protection practices might 

not meet our usual standard or our response to information rights requests 

will be longer. Will the ICO take regulatory action against us? 

No. We understand that resources, whether they are finances or people, might be 

diverted away from usual compliance or information governance work. We won’t 

penalise organisations that we know need to prioritise other areas or adapt 

their usual approach during this extraordinary period. 

We can’t extend statutory timescales, but we will tell people through our own 

communications channels that they may experience understandable delays 

when making information rights requests during the pandemic. 

 

As a healthcare organisation, can we contact individuals in relation to COVID-

19 without having prior consent? 

Data protection and electronic communication laws do not stop Government, 

the NHS or any other health professionals from sending public health 

messages to people, either by phone, text or email as these messages are not 

direct marketing. Nor does it stop you using the latest technology to facilitate safe 

and speedy consultations and diagnoses. Public bodies may require additional 

collection and sharing of personal data to protect against serious threats to public 

health. More information for health and care professionals can be found here. 

 

More of our staff will be homeworking during the pandemic. What kind of 

security measures should my organisation have in place for homeworking 

during this period? 

Data protection is not a barrier to increased and different types of homeworking. 

During the pandemic, staff may work from home more frequently than usual and they 

can use their own device or communications equipment. Data protection law doesn’t 

https://ico.org.uk/for-organisations/data-protection-and-coronavirus/
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prevent that, but you’ll need to consider the same kinds of security measures for 

homeworking that you’d use in normal circumstances. 

 

 

Can I tell my staff that a colleague may have potentially contracted COVID-19? 

Yes. You should keep staff informed about cases in your organisation. Remember, 

you probably don’t need to name individuals and you shouldn’t provide more 

information than necessary. You have an obligation to ensure the health and safety 

of your employees, as well as a duty of care. Data protection doesn’t prevent you 

doing this. 

 

Can I collect health data in relation to COVID-19 about employees or from 

visitors to my organisation? What about health information ahead of a 

conference, or an event? 

You have an obligation to protect your employees’ health, but that doesn’t 

necessarily mean you need to gather lots of information about them. 

It’s reasonable to ask people to tell you if they have visited a particular country, or 

are experiencing COVID-19 symptoms. 

You could ask visitors to consider government advice before they decide to come. 

And you could advise staff to call 111 if they are experiencing symptoms or have 

visited particular countries. This approach should help you to minimise the 

information you need to collect. 

If that’s not enough and you still need to collect specific health data, don’t collect 

more than you need and ensure that any information collected is treated with the 

appropriate safeguards. 

 

Can I share employees’ health information to authorities for public health 

purposes? 

 

Yes. It’s unlikely your organisation will have to share information with authorities 

about specific individuals, but if it is necessary then data protection law won’t stop 

you from doing so. 
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2. NHSx Information Governance Guidance  

https://www.nhsx.nhs.uk/key-information-and-tools/information-governance-guidance  

 

Information governance is all about how to manage and share information 

appropriately. 

COVID 19 Information Governance Advice 

The health and social care system is going to face significant pressures due to the 

COVID-19 outbreak. In the current circumstances it could be more harmful not to 

share health and care information than to share it. The Information Commissioner 

has assured NHSX that she cannot envisage a situation where she would take 

action against a health and care professional clearly trying to deliver care. You can 

read the statement from the Information Commissioner's Office, alongside their Q&A 

resource. Health regulators have also published a joint statement. 

We will need to work in different ways from usual and the focus should be what 

information you share and who you share it with, rather than how you share it. This 

advice sets out some of the tools you can use to support individual care, share 

information and communicate with colleagues during this time. 

 

Mobile Messaging 

It is absolutely fine to use mobile messaging to communicate with colleagues and 

patients/service users as needed. It is also fine to use commercial, off-the-shelf 

applications such as WhatsApp and Telegram where there is no practical alternative 

and the benefits outweigh the risk. 

The important thing, as always, is to consider what type of information you are 

sharing and with whom. And as much as possible limit the use of 

personal/confidential patient information. 

 

Videoconferencing 

We encourage the use of videoconferencing to carry out consultations with patients 

and service users. This could help to reduce the spread of COVID 19. It is fine to use 

video conferencing tools such as Skype, WhatsApp, Facetime as well as commercial 

products designed specifically for this purpose. 

 

https://www.nhsx.nhs.uk/key-information-and-tools/information-governance-guidance
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The consent of the patient or service user is implied by them accepting the invite and 

entering the consultation. But you should safeguard personal/confidential patient 

information in the same way you would with any other consultation. 

 

Homeworking 

You may well need to work from home - for example, when self-isolating without 

symptoms. 

If you are working from home and using your own equipment you should check that 

your internet access is secure (e.g. use a Virtual Private Network and/or if possible 

avoid public wi-fi) and that any security features are in use. 

If you are taking any physical documents home with you that contain 

personal/confidential patient information, you should also ensure the security of 

these documents at your home and when travelling. 

 

Using Your Own Device 

You can use your own devices to support video conferencing for consultations, 

mobile messaging and home working where there is no practical alternative. 

Reasonable steps to ensure this is safe include: setting a strong password; using 

secure channels to communicate e.g. tools/apps that use encryption; and not storing 

personal/confidential patient information on the device unless absolutely necessary 

and appropriate security is in place. 

Information should be safely transferred to the appropriate health and care record as 

soon as it is practical to do so. 

 

Further help 

If your Data Protection Officer or Caldicott Guardian is unsure of appropriate action 

to take, you can direct Information Governance questions to the NHSX IG Policy 

team. 

 

3. Research guidance from the Health Research Authority  

Guidance about research specifically related to Coronavirus can be found at the 

following link from the Health Research Authority.  
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https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-

legislation/covid-19-guidance-sponsors-sites-and-researchers/  
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